LA-UR-21-27852

Approved for public release; distribution is unlimited.

Title:
Author(s):

Intended for:

Issued:

Satellite Image Deep Fake Creation and Detection
Wachs, Brandon Michael

Final student presentation

2021-08-05

VA

.
s LonLuamos




Disclaimer:
Los Alamos National Laboratory, an affirmative action/equal opportunity employer, is operated by Triad National Security, LLC for the National
Nuclear Security Administration of U.S. Department of Energy under contract 89233218CNA000001. By approving this article, the publisher

recognizes that the U.S. Government retains nonexclusive, royalty-free license to publish or reproduce the published form of this contribution,
or to allow others to do so, for U.S. Government purposes. Los Alamos National Laboratory requests that the publisher identify this article as
work performed under the auspices of the U.S. Department of Energy. Los Alamos National Laboratory strongly supports academic freedom
and a researcher's right to publish; as an institution, however, the Laboratory does not endorse the viewpoint of a publication or guarantee its

technical correctness.



1% Los Alamos

NATIONAL LABORATORY

Satellite Image Deep Fake
Creation and Detection

Brady Wachs

Email: bmwachs@lanl.gov

August 5th, 2021

74
M&!_WSM-‘% Managed by Triad National Security, LLC., for the U.S. Department of Energy’s NNSA.



MH17 Crash

T A

Russian MoD May 2014 July 2nd

1% Los Alamos

NATIONAL LABORATORY



Satellite Images For Intelligence

https://www.nbcnews.com/science/cosmic-log/how-satellites-helped-get-osama-flna6c10403193
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Background
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https://www.seekpng.com/ipng/u2w7t4u2w7y3y3i1_open-book-clipart-black-and-white-clipart-panda/
https://www.seekpng.com/ipng/u2w7t4u2w7y3y3i1_open-book-clipart-black-and-white-clipart-panda/

What is a GAN?
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What is a Deep Fake?

https://www.thispersondoesnotexist.com/
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https://www.thispersondoesnotexist.com/

Synthetic Changes

Source: Deep Snow: synthesizing remote sensing imagery with generative adversarial nets, Ren et al. (2020)
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The Dataset
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SEN12MS

Sentinel-1 Sentinel-2

Synthetic Aperture Radar (SAR) Multi-spectral Instrument (MSI)
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Source: Remote Sensing Image Classification With The SEN12MS Dataset, Schmitt et al. (2021)
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Multi-Spectral Imaging
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Benefits of Multi-Spectral Images

https://gisgeography.com/sentinel-2-bands-combinations/
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Classification Model
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https://www.pinclipart.com/pindetail/ombwJh_svg-black-and-white-library-classification-frames-illustrations/
https://www.pinclipart.com/pindetail/ombwJh_svg-black-and-white-library-classification-frames-illustrations/
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Sentinel-2 Natural IGBP Land Cover
Color
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Generative Image Inpainting
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http://www.clipartsuggest.com/paint-brush-clip-art-black-and-white-clipart-panda-free-clipart-5fJDus-clipart/
http://www.clipartsuggest.com/paint-brush-clip-art-black-and-white-clipart-panda-free-clipart-5fJDus-clipart/

What is Image Inpainting?

Filling in missing pixels in an image

Source: Generative Image Inpainting with Contextual Attention, Yu et al. (2018)
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Model Architecture
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Source: Generative Image Inpainting with Contextual Attention, Yu et al. (2018)
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Inpainting Process

Source: Generative Image Inpainting with Contextual Attention, Yu et al. (2018)
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Source: Generative Image Inpainting with Contextual Attention, Yu et al. (2018)
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Results
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https://www.kindpng.com/imgv/TxomhwR_clipboard-checklist-png-clipart-patient-reported-outcomes-icon/
https://www.kindpng.com/imgv/TxomhwR_clipboard-checklist-png-clipart-patient-reported-outcomes-icon/

Results With No Fine Tuning

Mask CelebA Places
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Preliminary Results with Fine Tuning

Original Mask Fine Tuning
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Preliminary Results with Fine Tuning

Original Mask Fine Tuning
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Testing on New Data
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Quantitative Results
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Future Work
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Hidden Slides
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What is a GAN?

Training set V / Discriminator
AR
/ -, Real
Random / — T —1 Fake
anﬁe % ]
Generator /Fake image

1% Los Alamos

NATIONAL LABORATORY



Parallel Encoder Network
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Contextual Attention Layer

Deconv. for
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Source: Generative Image Inpainting with Contextual Attention, Yu et al. (2018)
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State-of-the-Art Model Comparison

Method f1loss {5 loss

PSNR TV loss

PatchMatch [3] 16.1%  3.9%
Baseline model  9.4% 2.4%
Our method 8.6% 2.1%

16.62  25.0%
18.15  25.7%
1891  25.3%
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